NOTICE OF PRIVACY PRACTICES
Your Information. Your Rights. Our Responsibilities.
This notice describes how medical information about you may be used and disclosed and how you can get access to this information. Please review it carefully.
If your spouse or any dependents are covered by any of your University sponsored health plans, please share this notice with them.  This notice also applies to their medical information.
Your Rights

When it comes to your health information, you have certain rights. This section explains your rights and some of our responsibilities to help you.

Get a copy of health and claims records

· You may ask to see or get a copy of your health and claims records and other health information we have about you.   Use the contact information at the end of this notice to send a written request to ask us for this information.  

· We will provide a copy or a summary of your health and claims records. We may charge a reasonable, cost-based fee.  In very limited cases we may deny your request.  If we deny your request you may request a review of our decision.
Ask us to correct health and claims records

· You may ask us to correct your health and claims records if you think they are incorrect or incomplete. Use the contact information at the end of this notice to send a written request for a correction or update.
· We may say “no” to your request, but if we do, we’ll provide you a written explanation about our decision.
Request confidential communications

· You may ask us to contact you in a specific way (for example, home or office phone) or to send mail to a different address. If you ask us to use a different address, we will use that address for all general University sponsored health plan communications.  Use the contact information at the end of this notice to send a written request or email to ask us to do this.  
· We will accommodate reasonable requests if you tell us you would be in danger if we do not.  
Ask us to limit what we use or share

· You may ask us to not use or share certain health information for treatment, payment, or our operations. You may also ask us to not use or share your information with family members or others involved in your health care or payment for your care.  Use the contact information at the end of this notice to send a written request to ask us to do this.
· We will try to accommodate your request, but we are not required to agree to any request.

Get a list of those with whom we’ve shared information

· You may ask for a list of the times we’ve shared your health information, with whom we’ve shared it, and why.  You may ask for a specific time period to be covered by the list, but we will not provide any information that goes back more than six years before your request.  
· The list will not include any sharing done at your request or for treatment, payment, health care operations, and certain other cases.  We’ll provide one list for free but will charge a reasonable, cost-based fee if you ask for another one within 12 months.

· To get a list send a written request to the address at the end of this notice.

Get a copy of this notice

●
You may ask for a paper copy of this notice at any time, even if you have agreed to receive the notice electronically. Use the contact information at the end of this notice to submit a written request for a paper copy.  
●
You may also obtain a copy of this notice on our website at https://humanresources.umn.edu/benefits.  The notice is in the Medical Summary of Benefits and the Dental Summary of Benefits.
File a complaint if you feel your rights are violated

· You may complain if you feel we have violated your rights.  Use the contact information at the end of this notice to make your complaint.
· You may also contact the U.S. Department of Health and Human Services Office for Civil Rights to complain.  
· We will not retaliate against you for any complaints you make.

Your Choices

For certain health information, you may make choices about what we share. If you have a clear preference for how we share your information in the situations described below, use the contact information at the end of this notice to write us and we will follow your instructions.

In these cases, you have both the right and choice to tell us to:
· Share information with your family, close friends, or others involved in payment for your care

· Share information in a disaster relief situation
If you are not able to tell us your preference, for example if you are unconscious or cannot be located, we may go ahead and share your information if we believe it is in your best interest. We may also share your information when needed to lessen a serious and imminent threat to health or safety.

In these cases we will not share your information unless you give us written permission or we meet certain specific conditions:

· Marketing purposes

The only time we may use or share your information for marketing purposes without your permission is when we have a face to face interaction with you, such as talking with you at a University health and benefits fair, or we provide you with a gift of nominal value, such as mailing you a calendar highlighting dates related to your Wellness Program or health plan coverage.

· Sale of your information
The only time we may share your information in a sales transaction without your permission is when the sale is specifically permitted under the law, such as the sale of an entire business operation
· Psychotherapy notes

The only time we may use or share your psychotherapy notes without your permission is when the law requires or specifically permits us to do so, when they are an issue in a legal action brought by you, they are related to treatment, payment or healthcare operations, or certain other limited situations such as oversight of the provider who treated you.
Our Uses and Disclosures

How do we typically use or share your health information? 
We typically use or share your health information in the following ways:
Help manage the health care treatment you receive

We may use your health information to coordinate your care and share it with professionals who are treating you, but Minnesota law requires that we get your permission before we can do this.
Example: A doctor treating you for an injury requests information about your primary care providers  in order to provide appropriate treatment.  Minnesota law requires that we get your written consent before we can share this information.
Run our organization

We may use and disclose your information to run our organization, evaluate and enhance our plans, develop program offerings and contact you. We are not allowed to use genetic information to decide whether we will give you coverage and the price of that coverage. 

Example: We analyze health data to determine how to improve our services, develop plan rates, perform underwriting, and make decisions about enhancements and modifications for future plans and coverage.  We share health information with our claims administrators and other organizations called “business associates” who help us manage our plans, develop new services and assist in performing the treatment, health care operations and payment functions to administer our plans and services. We use health information about you to suggest particular wellness or disease management programs that could help improve your health.
Pay for your health services

We may use your health information to coordinate payment for your health care, but Minnesota law requires us to get your permission before we may share your health information to pay for your health services.  
Example: Minnesota law requires that we get your written consent before we share information about you in order to facilitate payment for your treatment or coordinate benefits with other plans you may have.  
Administer your plan

The University of Minnesota sponsors all of the University health plans.  Certain of your health information is shared with individuals within the University for purposes of administering the health plans.  
Example: We share certain health information within the University such as information needed  to explain the premiums we charge,  as well as information about enrollment, disenrollment and summary health information.  Under certain circumstances  we may share additional health information for plan administration, provided the recipient agrees to handle the information according to applicable law.
How else can we use or share your health information? 
We are allowed or required to share your information in other ways – usually in ways that contribute to the public good, such as public health and research. We have to meet many conditions in the law before we can share your information for these purposes. 
Help with public health and safety issues

We may share health information about you for certain situations such as: 

· Preventing disease

· Helping with product recalls

· Reporting adverse reactions to medications

· Reporting suspected abuse, neglect, or domestic violence

· Preventing or reducing a serious threat to anyone’s health or safety

Conduct research

We may use or share your information to conduct research, and may share your information with outside researchers if you do not object.
Comply with the law

We will share information about you if state or federal laws require it, including with the Department of Health and Human Services if it wants to see that we’re complying with federal privacy law.

Respond to organ and tissue donation requests and work with a medical examiner

We may share health information about you with organ procurement organizations.  We may share health information with a coroner or medical examiner when an individual dies.

Address workers’ compensation, law enforcement, and other government requests

We may use or share health information about you:

· For workers’ compensation claims

· For law enforcement purposes or with a law enforcement official

· With health oversight agencies for activities authorized by law

· For special government functions such as military, national security, and presidential protective services

Respond to lawsuits and legal actions

We may share health information about you in response to a court or administrative order, subpoena, discovery request or other legal process.
Our Responsibilities
We are required by law to maintain the privacy and security of your protected health information, provide you with this notice and notify you if there is a breach of any of your unsecured health information. We must follow the duties and privacy practices described in this notice.   We will not share your health information in any way that is not described in this notice without getting your permission.  Unless we have already taken action on your permission, you may take back or revoke your permission at any time by writing to us using the contact information at the end of this notice.
Effective Date and Changes to This Notice
The effective date of this notice is November 20, 2020.  We  may change the terms of this notice, and the changes will apply to all information we have about you.  The new notice will be available upon request and on our web site at https://humanresources.umn.edu/benefits.  The notice is included in the Medical Summary of Benefits and Dental Summary of Benefits.
This Notice of Privacy Practices applies to health plans sponsored by the University of Minnesota, including:
· UPlan Medical Plan, administered by Medica
· UPlan Pharmacy Program, administered by Prime Therapeutics and Fairview Specialty Pharmacy
· UPlan Medication Therapy Management, administered by Medica and Network Pharmacies
· UPlan Dental Plans, administered by Delta Dental and HealthPartners
· Health Care Flexible Spending Accounts, administered by Discovery Benefits
· Global Medical Assistance Program
· Wellbeing Program, administered by Medica and the University of Minnesota
· University of Minnesota Employee Assistance Program, provided by the University of Minnesota and Sand Creek

Contact Information
University of Minnesota

Health Information Privacy & Compliance Office

MMC 501

420 Delaware Street SE

Minneapolis, MN   55455

privacy@umn.edu
612.624.7447
